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DIGITAL NETWRKMODEM WITH AN INTEGRATED DHCP SERVER 
Field of the Invention 

The present invention relates to a digital network modem, such as an ISDN or a 
5 DSL modem, and more particularly to a digital network modem having a 
dynamic host configuration protocol (DHCP) server function integrated into 
the modem. 

Background of the Invention 

10 To facilitate network management in local area networks (LANs), it is known 
to provide servers called dynamic host configuration protocol or DHCP 
servers. These servers respond to requests from clients connected to the 
network to receive assigned dynamic addresses for communication purposes on 
the network. The advantage of using such a dynamic address assignment is that 

15 new clients can be added easily, and the effort to manage the addresses used on 
the network is reduced. In most cases, a DHCP server is provided by software 
added to a network server. 

When a network which was previously not connected to other networks or 
20 when a network needs a faster or additional connection to other networks, 
digital network modems are added to provide the desired connection. Network 
modems, such as ISDN modems, are assigned an address on the LAN. When 
DHCP is used, clients on the LAN are assigned their addresses and can 
recognize the modem as a router or gateway by consulting the DHCP, and in 
25 this way, each client does not need to have prior knowledge of any fixed 
address for the modem. 

Computer networks are being installed in more and more residential, office and 
industrial environments, and the increase in the number of such networks has 
30 increased the need for skilled technicians required to configure and maintain 
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such networks. While computer networks were very uncommon a few years ago 
for home users, it is now economically feasible and desirable to interconnect 
computer devices in a home environment Any simplification of the task of 
network management is important from the perspective of both increased 
reliability and reduced training for the network manager, DHCP therefore offers 
many practical advantages in managing a network, even for relatively small 
networks found in homes or small and medium businesses. While some network 
administrators have taken the time to obtain and install DHCP, many others have 
not, particularly in home and small business environments. 



While it would be advantageous to provide a DHCP server function integrated 
with a component to be added to a network, such as a digital network modem* for 
those who would benefit from a DHCP, it is imperative to avoid installing two 
DHCP servers on the same network, since the result would be confusion and 
15 malfunction. Furthermore, having to choose between one modem including 
DHCP functionality and another modem without DHCP requires the 
manufacture, distribution and stocking of separate types of modems, and 
complicates the purchasing choice. 

20 European Patent Application No. 0 843 440 to Danknick, Dan and entitled 
"Network Device Which Maintains A List Of Device Addresses" describes a 
method which controls a network device on a local area network to operate as a 
list manager which maintains a list of device addresses for the LAN. It detects if 
a list manager is operating on the LAN and if so, controls the device to operate as 

25 a slave, If not, the device becomes the list manager on the LAN for the various 
devices on the LAN. 



Summary of the Invention 

It is therefore an object of the invention to provide in a digital network modem 
30 (i.e. a router or gateway device) a mechanism for dynamically assigning network 
addresses on a LAN, such as DHCP, which mechanism has an auto-sense feature 
to automatically shut itself off when the modem detects that a similar device is 
present on the LAN, 



35 According to the invention, there is provided a network modem device 
comprising an integrated mechanism for dynamically assigning network 
addresses on a network, the network modem device being characterized in that it 
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comprises: a ootitroller circuit detecting a presence of a dynamic address 
assignment server on the network; an interrupter disabling the integrated 
mechanism when the controller circuit detects the server; and a memory store of 
unknown used addresses; wherein the integrated mechanism comprises; a start- 
5 up mechanism checking the availability of addresses on the network and placing 
used addresses in the memory store of unknown used addresses; an address 
manager selecting new addresses not included in the store of unknown used 
addresses, and removing addresses from the store of unknown used addresses 
when a client having one of the addresses in the store of unknown used addresses 
1 0 requests a dynamically assigned address. 

The invention also provides a method of enablingteisabling a mechanism for 
dynamically assigning network addresses on a network, die mechanism being 
integrated into a network modem device* the method comprising: detecting a 

15 presence of a dynamic address assignment server on the network; and disabling 
the integrated mechanism when the server is detected; checking the availability 
of addresses on the network after power on and loss of memory of previously 
dynamically assigned addresses; storing the used addresses in a store of unknown 
used addresses; selecting new addresses not stored in response to a request for a 

20 dynamically assigned address; and removing an address from the store of 
unknown used addresses when a client having one of the addresses in the store of 
unknown used addresses requests a dynamically assigned address. 

It is yet another object of the invention to provide a mechanism for dynamically 
25 assigning network addresses on a LAN, such as DHCP, which is able to handle a 
re-initialization, for example as a result of being turned off and on, without 
disrupting any clients on the network. According to this feature, the mechanism 
for dynamically assigning network addresses pings all addresses within its range 
at power on. The mechanism then reserves any addresses which have responded. 
30 New clients requesting dynamic addresses are assigned new addresses within the 
range, and existing clients request a new address periodically. When an existing 
client having one of the reserved addresses requests a new dynamic address, the 
address is removed from the list of unknown and reserved addresses, 
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Brief Description of the Drawings 

The invention will be better understood by way of the following detailed 
description of a preferred embodiment with reference to the appended 
drawings, in which: 

5 Fig. 1 is a schematic block diagram of the LAN ISDN modem according 

to the preferred embodiment connected to a LAN to which a configuration 
station and a network DHCP server are also connected. 

Detailed Description of the Preferred Embodiment 

10 As illustrated in Fig. 1, the digital modem 10 according to the preferred 
embodiment is an ISDN modem having a plurality of functional components 
shown in Fig. 1 . The separation of components illustrated in the separate 
blocks in Fig. 1 is for the purposes of illustration only, and does not necessarily 
reflect the physical separation of components in the real device which is built 

15 from both hardware and software/firmware components. 

When the modem 10 is connected to the Ethernet local area network (LAN) 22 
and powered up, a LAN interface 12 and a modem address initializer unit 14 
become active. In operation, the modem 10 directs data traffic via router 18 
20 onto the selected ISDN channel 20. The initializer unit 14 broadcasts a DHCP 
discover message on LAN 22 to detect whether a Dynamic Host Configuration 
Protocol (DHCP) server 28 is present on the LAN 22. While it is essential to 
check for the existence of a server 28 at start-up, it is also preferred to check 
for the existence of such a server 28 periodically. 

25 

If a response is received from the server 28, initializer 14 sends a disable signal 
to the modem's own DHCP server 16. The modem will be assigned a static 
address, either by direct communication through console 15, or by remote 
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communication at configuration station 24 using the modem monitor program 
26. 

If no network DHCP server 28 is present on the LAN 22, then no response is 
5 received to the DHCP discover message sent by initializer 14. The DHCP 
server 16 is then not disabled, and it will be able to operate as a DHCP server 
on network 22. The modem 10 is assigned a static address, either by direct 
communication through console 15, or by remote communication at 
configuration station 24 using the modem monitor program 26. When modem 
10 10 functions as a DHCP server, DHCP server 16 will reply to DHCP discover 
packets broadcasted by clients 30 and 32 (and possibly station 24) to configure 
their IP addresses. In the preferred embodiment, when the clients 30,32 are 
using dynamic addresses and the only DHCP server is 16, all the clients are 
configured by the modem's DHCP component 16 using addresses in the 
15 factory defined range of addresses: 192.168.1.2,. ...192.168.1.50 

In the preferred embodiment, a client station 24 includes a modem monitor 26 
which allows the user to manually set the active/inactive state of the DHCP 
server, in the event that the network manager wants to disable the DHCP server 
20 16, or at a later time re-enable the DHCP server 16. The modem monitor 
interface is HTML-based and provides a simple interface. 

Server 16 also handles a reinitialization, for example as a result of being turned 
off and on, without disrupting any clients on the network. Server 16 pings all 
25 addresses within its range at power on. Any addresses which have responded to 
the ping are placed on a reserved list 17 of unknown status addresses. These 
unknown addresses could be DHCP clients or static addresses. New clients 
requesting dynamic addresses are assigned new addresses within the range of 
the modem and which are not on the reserved list or list of other addresses 



WO 00/27094 



-6- 



PCT/CA99/01014 



already assigned to DHCP clients since power on. Existing clients request a 
new address periodically, based on their lease time, which can vary from 
minutes to months. When an existing client having one of the reserved 
addresses requests a new dynamic address, the address is removed from the list 

5 of unknown and reserved addresses. This frees up the otherwise reserved 
address. As will be appreciated, a DHCP server would normally copy all 
address and lease time data to fixed storage and recover from a shut down by 
retrieving the data from fixed storage. According to the invention, the DHCP 
mechanism integrated into the modem does not require fixed storage, due to the 

10 use of its start-up check for addresses in-use and subsequent free-up of those 
addresses belonging to DHCP clients upon renewal. 



KCV. VON:EPA-MUENCHEN OH : 5- I - 1 : 4:06 : 5 14 288 8389 - +49 8W - ^ — 

05-01-2001 . . CA 009901014 



-7- 
CLAIMS 

1. A network modem device comprising an integrated mechanism for 
dynamically assigning network addresses on a network, the network modem 
5 device being characterized in that it comprises; 

a controller circuit detecting a presence of a dynamic address assignment 
server on the network; 

an interrupter disabling said integrated mechanism when said controller 
circuit detects said server; and 
10 a memory store of unknown used addresses; 

wherein said integrated mechanism comprises 

a start-up mechanism checking the availability of addresses on the 
network and placing used addresses in said memory store of unknown used 
addresses; 

15 an address manager selecting new addresses not included in said store of 

unknown used addresses, and removing addresses from said store of unknown 
used addresses when a client having one of said addresses in said store of 
unknown used addresses requests a dynamically assigned address. 

20 2. The device according to claim 1 , wherein said network modem device is a 
digital network modem. 

3, The device according to claim 2, wherein said network modem device is 
an ISDN modem. 

25 

4. The device according to one of claims 1 to 3, wherein said integrated 
mechanism provides a DHCP server function. 
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5. The device according to claim 4 S wherein said controller circuit broadcasts 
a DHCP discover message on the network and listens to a response to detect said 
presence of said server. 



5 6. A method of enabling/disabling a mechanism for dynamically assigning 
network addresses on a network, said mechanism being integrated into a network 
modem device, the method comprising: 

detecting a presence of a dynamic address assignment server on the 
network; and 

10 disabling said integrated mechanism when said server is detected; 

checking the availability of addresses on the network after power on and 
loss of memory of previously dynamically assigned addresses; 

storing the used addresses in a store of unknown used addresses; 
selecting new addresses not stored in response to a request for a 
15 dynamically assigned address; and 

removing an address from said store of unknown used addresses when a 
client having one of said addresses in said store of unknown used addresses 
requests a dynamically assigned address. 

20 7. The method according to claim 6, wherein said device is a digital network 
modem* 

8. The method according to claim 7, wherein said device is an ISDN modem, 

25 9. The method according to one of claims 6 to 8, wherein said integrated 
mechanism provides a DHCP server function. 

10. The method according to claim 9, wherein said detecting comprises 
broadcasting from said device onto said network a DHCP discover message and 
30 listening to a response to detect said presence of said server, 
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Declaration and Power of Attorney for Patent Application 



Declaration et Pouvoir pour Demande de Brevet 
French Language Declaration 



En tant qu'inventcur ci-apres dfeigne\ je declare par la presents 
que; 

Mon domicile, mon adresse postale et ma nationality sOnt tels 
que figurant ci-deaaous a cbl€ de mon nom. 

Je crois fctre lc premier invented original et unique (si un seul 
nom est mcntionn6 ci-dessous), ou Tun des premiers co* 
inventeurs originaux (si plusieurs noms sont mentionnes ci- 
dessous) de I'objet revendique\ pour lequel une demande de 
brevet a 6t6 d£pos£e concemant l'invenaon intitules 



As a below named inventor, I hereby declare that: 



My residence, post office address and citizenship are as Stated 
next to my name, 

I believe I am the original, first and sole inventor (if only one 
name is listed below) or an original, first and joint inventor (if 
plural names are listed below) of the subject matter which is 
claimed and for which a patent is sought on the invention 
entitled 



DIGITAL NETWORK MODEM WITH AN INTEGRATED DHCP SERVER. 



et dont ie m^rnoire descriptif est ci-joint a moras que la case 
suivante n'ait et£ cochee; 

□ a£t£ deposee le , sous le numero 

de demande des fitats-Unis ou le fiumero de demands 

Internationale PCT et 

modified le (le cas echeant). 

Je declare par la presents avoir revise et compns h contenu du 
memoire descriptif ci-dessus inemiorroe, incluant les 
revindications > telles que modifi&ai par route modification ci- 
dessus mendonnde, 

Je reconnais devoir divuiguer toute information pertiaente a la 
brevetabilite\ tel que d£fwi dans le Titre 3*7 > §1.56 du Code 
federal des regiemcntarions. 

Je revendique par la presence la priority 6trangere, en vertu du 
Titre 35, §I19(a>(d) ou 1365(b) du Code des feats-Unis, sur 
toute demande fitrangere de brevet ou certificat d*inveiiteur ou, 
en vertu du Titre 35, 8365(a) du m£me Code, sur toute demande 
Internationale PCT designant au moins un pays autre que lea 
Etatfi-Unis et figurant ci-dessous ex, en cochant la case, j'ai aussi 
indique' ci-dessovs toute demande 6ttangere de brevet, tout 
certificat d'inventeur ou toute demande intemationale PCT 



die specification of which is attached hereto unless the 
following box is checked: 

53 was filed on April 27. 2001 a s United States 
Application Number 09/830.475 and/o r PCT 
International Application Numbe r PCT/CA99/Q1014 
filed October 29. 1999 and was amended on January 
4,J001 (if applicable), 

I hereby state that I have reviewed and understand the contents 
of the above identified specification, including the claims, as 
amended by any amendment referred to above. 



I acknowledge the duty to disclose information which is 
material to patentability as defined in Title 37, Code of Federal 
Regulations,, §1.56. 

I hereby claim foreign priority under Title 35. United States 
Code, §il9(a>(d) or §365 (b) of any foreign applications) for 
patent or inventor's certificate, or §365(a) of any PCT 
International application which designated at least one country 
other than the United States, listed below, and have also 
identified below, by checking the box, any foreign application 
for patent or inventor's certificate, or PCT International 
application having a filing date before that of the application 
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French Language Declaration 



ayant une date de de"pdt pr6c6dant celle de la demande a propos 
de laquelle une priority est revendiqude, 

Prior foreign applications) 
Demanded) dc brevet antirieure(s) 



on which priority is ciaiined- 



Priority Not Claimed 
Droit de priority non revcndiquc 



2,252.207 



CANADA 



Number) 
(Num6ro) 



(Country) 
(Pays) 



30 October 1998 

(Day/Month/Tear Filed) 
(Jour/Mois/Annee dedepdt) 



(Number) 
(Numcro) 



(Country) 
(Pays) 



(Day/Month/Year Piled) 
( Jour/Mois/Annee de depGt) 



Je revendique par la presents toui benefice, en vertu du Tiers 
35, 5119(e) du Code des fitais-Uais, de toute demande de brevet 
provisoire effeefcuce aux Etars-Unis et figurant ci-des$oas. 



1 hereby claim the benefit under Title 35, United States Code, 
§U9(e) of any United States provisional application(s) listed 
below. 



(Application No,) 
(N 6 de demande) 



Jfe revendique par la pr&ente tout be^fice, en vertu du Titre 
35, §120 du Code des Etats-Uitis, de touts demande de brevet 
effectuSe aux 6tats-Unis t ou en vertu du Titre 35, §365(c) du 
m&ne Code, de toutc demande internationale PCT designant lea 
litats-Unis et figurant ci-des&ous et, dans la mesure ou Vobjet de 
chacune des revindications de cette demand? de brevet n'esc 
pas divulgu£ dans la demands anterieure amencainc ou 
internationale PCT, en vertu des dispositions du premier 
paragraphe du Titre 35, §112 du Code des feats-Unis, je 
reconnais devoir divuiguer tome information pertinents a ia 
brevetabilite, tei que d£fwi dans le Titre 37, §1.56 du Code 
federal des reglementations, dont j'ai pu disposer entre la date 
de d6p& de la demande anterieure et la date de depo"t de la 
demande nationale ou Internationale PCT de la pr&ente 
demande; 



(Filing Date) 
(Datede d£pdt) 

I hereby claim the benefit under Title 35, United States Code, 
§120 of any United States application^), or §365(c) of any 
PCT International application designating the United States, 
listed below and, insofar as the subject matter of each of the 
claims of this application is not disclosed in the prior United 
States or PCT International application in the manner provided 
by the first paragraph of Title 35, United States Code, §1X2, 1 
acknowledge the duty to disclose information which is material 
to patentability as defined in Title 37, Code of Federal 
Regulations, §1.56 which became available between die filing 
date of the prior application and the national or PCT 
International filing date of this application. 



(Application No.) 
(N» de demande) 



(Filing Date) 
(Date dedepdt) 



(Status) (patented, pending* abandoned) 
(Statut) (brevcte", en cours d'examen, abandonnS) 



(Application No.) 
(N° de demande) 



(Filing Dale) 
(Date de depot) 



(Status) (patented, pending, abandoned) 
(Statut) (brevet*, en cours d'examen, aboodonng) 
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Fratfh Language Declaration 



It declare que route las declaration fcites daa* la pr&eote sent 
i t» connaiaanc*, veridiquei ct que toutes las declarations 
faitea a pacbx de resuasnexneats ou de suppositions $enttenucs 
pour Yfrridiqggs; «c de plus, que lowes ces declarations on* et$ 
feites en saehant que touie fauase declaration volootaire ou ion 
Equivalent e*t pusiblt d'une amende ou duos peine 
ffTOpritoimfl reu t, on de* deux, en vertu de I* Section 1001 da 
Titre 13 du Code d« State-Urns, c( que de telles declarations 
voloiitwacnsBt tosses risqntitt de CorOptomettre la validity At 
la desnande dc brevet ou du brevet dflivrS ipartir de oeBe-ei. 

POUV02R: Ea taut qu'umnteuv designc, Je nomme par la 
pr£sente f(les) a*ccai(8) etfou agents) suivant(s) f avec pkin 
pouvoir de revocation ct dc substation* charges de pewravps 
eette demand* et de traitor toutc affaire $V rapportant avec 
rOffic© dea brevets et des marques: (mentiontter It mm et Je 
mm&rQ (tenregistrem&tr), 



I iicreby declare tot aU statements made herein of ray own 
knowledge are true and thai all statements made oaiafonaoation 
end belief are believed to be true; 2nd further that these 
staretmcts were made vith the knowledge that willM false 
statetnents and the like w xude axe punishable by fine or 
m^wcrtSfflcnt, or both, under Section 1001 of Title IS of the 
Voted Sorts? Code and that tush willful false statements may 
jeopardize the validity of the application or any patent issued 
thereon. 



POWER OP ATTORNEY: M a named inventor, I heteby 
appoint the following agents aooYor attorneys, with ML power 
of substitution, association* tod revocation, to prosecute tin* 
application and to transact all business in xhe Patent and 
Trademark Office connected therewith: (list name end 
rtgistration number) 



^STEVEN B* K2LBER, Reg. N o, 30,073; MARC R, LABC301D, PIlD., R«g, No^CSl^ PAUL C KIMBALL, Reg, HqJ^44; 
LAURA A. DOXELLY, Rc$. N<uJ&43S; WILBURN L. CHESS ER, reg. No, 41,6]QfcsSrrT 0, EADS, re^ Na_£L75& JAMES M. 
HEENT2, Jteg. No^JUJH; LAURA D. NAMMO, Rc£ No. 42,024; AMY L. MILLER, Reg, No. 43 f S04; CHRISTOPHER. W. 
>,Reg-tifiJL7^8and _ 
f ANGLEHART, Regiittatioti NoJ&m MAX R. WOOD (Reg. No, 404*8): ROBERT MITCHELL, Regiflmwa No^SfiZ. 
*' HOULE, Registration N o, 24,971 , PAUL MARCOUX, Registration NqJJ&SSP, KEVIN P. MURPHY, Registration N o. 26,674; 
3ERT CARRIER, Registration Nojft^; MICHEL I SOFIA; Registration No. 37,017; FRANCE CdTfi, Regfctarion No, 3^037; 
] and CHRISTIAN CAWTHORN, RegteatinNo. 47,352. ~ 

Please send all correspondence and direct all telephone calls to: f Voullez adresser toutc cone$pondance et tout appel lAlepkmique d: 

IZOOyto et^tnth Stree^my ^ 
Wi tfMngl^ PC 30fi3*-2412 
— ~ t>SA 



Full naeie of sok cr fliai xuveatsr (Vem cemplct d« riadque ou prtmior feivuifirar) 

Gilbert MOINEAU 



CidrmUp (Manoaalitri 

Canadian 



K££id6octaxxl Poit OlEfiC addresc (Domicilt et ftdFQUopojtiJt) 

3255 Dalb^Viau Street ^Lachine, Quebec, 
CANADA H8T 3N3 



4J 




Inveel&f's 
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